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result, all calls to the handled-based APIs are directed to the
xShare interception DLL. Fig. 10 illustrates how we
intercept both implicit and handle-based API sets, using
file system APIs as an example.

4.1.3 Access Control Implementation
xShare enforces the user-specified sharing policy in an
interception routine for CreateFile(). The routine takes the
path parameter passed to CreateFile() and uses a binary
search to look it up in the list of the shared files to determine
whether access to the file should be granted. If so, it calls the
original CreateFile() to open the file and returns the file
handle. Otherwise, it denies the access by returning an error.
BecauseCreateFile() is called to open the executable when an
application is launched, the interception routine ensures
access control for both files and applications.

4.2 Namespace Virtualization
We implement xShare namespace virtualization on Win-
dows Mobile by system API interception. We intercept
28 APIs in total.

4.2.1 File System Virtualization
According to the design described in Section 3.3, in Shared
Mode, we provide a virtual file system to track and separate
changes made in Shared Mode, hide nonshared files, and
provide a consistent appearance to the borrower.

Change separation through path mapping. We employ
a virtual-intermediate-physicalpath mapping to separate
changes made in Shared Mode. We call the path used by
an application the virtual path and translate it into the
intermediate pathby prefixing it with “\xShare\Root.” We
call the path to store the file in Normal Mode the physical
path. For existing files that are shared from Normal Mode,
their physical path is initially the same as their virtual path.
For files created in Shared Mode, their physical path
depends on how they are created. We employ a virtual link
to maintain the mapping relationship between an inter-
mediate path and its physical path. For each intermediate
path, we create its virtual link as a file in the intermediate
path by suffixing it with “.vlink.” The virtual link file
contains the physical path of the corresponding intermedi-
ate path. If a file shared from Normal Mode is opened for
write in Shared Mode, xShare copies it to its intermediate
path and generates its virtual link file. If a file is copied or
moved to another path, xShare generates a virtual link file
under the intermediate path of the destination. If a file is
deleted, xShare treats it as moving the file to a virtual recycle
bin. For preexisting shared files that have not been changed
in Shared Mode, their virtual path is the same as their
physical path and there is no need for a virtual link. By
updating the corresponding virtual links, we record all the
file change operations under “\xShare\Root\” without
directly modifying any file shared from Normal Mode. This
enables xShare to allow the owner to later manage changes
made in Shared Mode.

Hiding nonshared files. To hide nonshared files, the
interception routine for CreateFile() returns ERROR_FILE_
NOT_FOUND when an application tries to open a nonshared
file. We also intercept FindFirstFile() and FindNextFile() so
that when an application searches a directory, nonshared

files are invisible. To ensure a consistent view of the virtual
file system in Shared Mode, xShare sets and obtains the
attributes of the requested file using its intermediate path for
each call to SetFileAttributes() and GetFileAttributes().

4.2.2 Registry Virtualization
We implement namespace virtualization for the registry as
well, to protect it from unwanted changes. The registry
plays a key role on Windows Mobile; it stores data and
settings of the system and information about applications
and drivers. As a temporary user may change registry
settings in Shared Mode, xShare virtualizes registry access
to track the changes and separate them from Normal Mode.
The technique used for registry virtualization is the same to
the one for file system virtualization.

4.3 Managing Unstoppable Services: CEMAPI
In Section 3.3, we described the challenge that a mobile OS
may load private data into memory through services that
are started at boot time. As an example, we next present our
solution to an important service of this kind on Windows
Mobile, CEMAPI, which provides COM style APIs for
applications to access SMSes and e-mails. CEMAPI keeps
SMS history in memory. Unfortunately, the shell process,
shell32.exe, loads CEMAPI at boot time and CEMAPI
cannot be terminated as it is tightly integrated with the
OS. Therefore, it will retain the SMS history until reboot,
further complicating SMS history protection when the SMS
application is shared.

Our solution is to leverage the CEMAPI APIs as
necessary upon entering Shared Mode to read all existing
SMSes, save them into a nonshared file, and delete them
from CEMAPI internal memory. As a result, the borrower
will see none of the owner’s SMSes. When switching back to
Normal Mode, we restore all backed up SMSes to CEMAPI
internal memory.

4.4 User Interfaces
We have implemented the UI design described in Section 3.
We next provide details specific to Windows Mobile.

4.4.1 Owner UI
When xShare is launched for the first time, it prompts the
owner to set a password. To switch back to Normal Mode,
the owner must input the password correctly. We have
implemented a hierarchical list-based UI design for policy
specification and borrower data reconciliation, as illustrated
in Fig. 11. In addition, through the xShare UI, the owner can
configure other xShare properties, such as whether instal-
ling new applications or connecting to a PC is permitted.
The owner can also limit the resources used in Shared
Mode, specifically the usable storage capacity, battery
percentage, and network traffic volume. These resources
can be tracked using APIs already available on Windows
Mobile. A button is devoted to Quick Launch, which places
the phone into Shared Mode, with the application in the
front and all of its open files being shared.

4.4.2 Borrower Shell Customization
The standard shell interface of Windows Mobile consists of
the following main components: the start menu, title bar,
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today screen, tray bar, and menu bar. The user can launch
programs from any of the aforementioned components,
with the exception of the title bar. In addition, most
Windows Mobile phones have several physical buttons to
launch predefined programs, such as placing phone calls or
starting the camera. To enable a clean and simplified shell
listing only shared applications and data, xShare custo-
mizes the shell for the borrower so that only shared
applications and data are shown.

5 EVALUATION OF X SHARE

We evaluate our xShare implementation by measurement,
usability study, and field evaluation. For measurement and
usability study, we use the HTC Wizard phone running
Windows Mobile 6.1 Professional with CE OS 5.2.

5.1 Measurement
We measure the memory footprint of xShare, its latency for
switching from Normal Mode to Shared Mode, and the
execution overhead in Shared Mode in terms of perfor-
mance and energy. Our measurements demonstrate that
our implementation achieves the design objectives in
efficiency and mode switching latency.

5.1.1 Memory Footprint
xShare has two components: the interception DLL and the
UI program. The interception DLL has 4,841 lines of C++
code and takes about 90 KB memory. The UI program has
5,023 lines of C# code and takes up to 1.3 MB memory. As
the UI program is only used for mode switching, xShare
requires only 90 KB memory in Shared Mode.

5.1.2 Mode Switching Latency
As our user studies in Section 2 indicate, a key design
requirement for xShare is that the owner must be able to
switch to Shared Mode with minimum latency. We break
down the latency according to the main tasks involved in
switching, as below.

. Terminate the running application processes (T1).

. Create the container file based on sharing policy (T2).

. Backup and delete SMSes (T3) if SMS is shared.

. Inject the interception DLL (T4).

. Customize the shell (T5).

. Other minor tasks (T6).
Measurement procedure. To measure the latency of

switching to Shared Mode, we first create a representative
system context on the HTC Wizard by loading 50 SMSes
and launching Contacts, Messaging, Solitaire, ActiveSync,
Phone, and Notes applications in Normal Mode. We then
specify the sharing policy to allow access to Pictures and
Videos, Solitaire, Phone, and Messaging applications along
with 10 photos. We repeat the experiment 10 times.

Results. Fig. 12 shows the average time costs to perform
these tasks sequentially. The sum of all the time costs is less
than 5.8 seconds. We can see that it takes more than a
second to terminate the existing processes. The reason is
that xShare has to wait for the processes to release their
resources and exit. Fortunately, this latency can be easily
concealed from the owner: as it will take the owner a few
seconds to interact with xShare to specify a policy, process

termination can take place simultaneously in the back-
ground without introducing any noticeable latency.

Another potentially lengthy task is to backup and
delete the existing SMSes (� 1.8 s). The main reason is that
deleting SMSes using CEMAPI APIs is quite slow.
However, xShare backs up SMSes only if the owner
shares the SMS application. Moreover, similar to process
termination (T1), this step can also take place in parallel as
(T4-T6) after the owner specifies that the SMS application
is to be shared.

Interception DLL injection creates the virtual environ-
ment for Shared Mode. The time cost is less than 1 second
(0.83 s). It shows that xShare is able to create the virtual
environment very quickly, even on our phone with just a
195 MHz CPU.

We also measure the latency of switching back to Normal
Mode from Shared Mode. It takes about 3 seconds to unload
the xShare interception DLL, terminate the applications
launched in the Shared Mode, restart the autostart
programs, restore the shell and system settings, and other
necessary tasks. However, it can take place simultaneously
with borrower data reconciliation. The time cost of
borrower data conciliation depends on how much time
the owner spends to review the data.

5.1.3 Execution Overhead
Because xShare is based on file-level access control, it
introduces an overhead to most file accesses when enfor-
cing the sharing policy. Our measurements show that
xShare access control has little effect on the overall system
operation in terms of performance and energy consump-
tion. Moreover, as xShare does not intercept ReadFile() and
WriteFile(), there is no overhead for reading and writing
opened files. We next present measurements for a set of
carefully designed benchmarks that involve file access in
very different ways. Each measurement is repeated 10 times
and we present the averaged results.

Benchmarks. We evaluate the performance impact of
xShare on applications by preparing four benchmarks, as
described below, and comparing their performance in
Normal Mode and Shared Mode. First, since CreateFile() is
called for every file access, we compare the time costs of
calling CreateFile() on 10, 20, 50, and 100 empty files. We
measure three cases: open existing files for read, open
existing files for write, and create new files. Second, since
xShare conceals nonshared files when listing the files in a
folder, we use a test folder containing 100 files to measure the
time costs when different numbers of files are shared. Third,
to stress xShare with realistic file-intensive applications, we
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Fig. 12. Mode switching latency.


